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Abstract 

This paper analyzes the phenomenon of how deepfakes are used for 

non-consensual pornographic content. Based on a descriptive-

analytical method with a critical studies approach and an 

interdisciplinary approach, this paper aims to examine this 

phenomenon and analyse it with Islamic law. The paper suggests that 

more attention should be paid to the phenomenon of non-consensual 

pornography, especially the use of deepfake. This approach is based 

on the finding that the use of deepfakes for non-consensual 

pornography violates the principles of bodily integrity and honour 

enshrined in al-maqashid as-syari'ah. Furthermore, as a new 

phenomenon, the use of deepfakes for non-consensual pornography is 

a complex crime involving data theft, qazaf and pornography, which 

are crimes in Islamic law. 

Keywords:  Deepfake Pornography; Non-Consensual Pornography; Islamic 

Law; Protection of Integrity  

 

1. Introduction 

Technological developments have shown very rapid progress over the last few 

decades. This progress is becoming increasingly rapid with the success of 
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scientists in creating artificial intelligence or AI (artificial intelligence). The 

existence of AI provides a faster way to do many things, from data search, 

classification to photo and video editing. One of the technologies that have 

developed thanks to advances in AI is technology deepfake. Deepfake is a 

method that uses machine learning algorithms to create multimedia content 

featuring people who are not actually involved in it. In other words, deepfake 

is a new method of manipulating content that can change a person's face into 

another person. Thanks to its manipulative nature, technology deepfake 

Widely used to create parody or satire videos involving celebrities or other 

famous figures. However, with increasingly easy access to this technology, it 

has recently found widespread use deepfake for propaganda and fraud, 

including involving elements of pornography. What's worse, porn is adopting 

this technology in a very worrying way. Deepfake in the context of 

pornography, otherwise known as deepnude, creates content that fakes a 

person's face, body, or intimate scenes, resulting in non-consensual 

pornography that often targets individuals without their consent. 

Deepnude have far-reaching and detrimental impacts. Deepfake allows the 

creation of highly realistic videos that are difficult to distinguish from genuine 

footage, thereby encouraging the mass spread of fake pornographic content. In 

some cases, this may involve celebrities, public figures, or individuals who are 

unwilling to engage with the content, resulting in serious privacy violations. 

The impact of deepnude greatly damages the psychological and emotional 

well-being of the victimized individual. They can experience significant 

embarrassment, stress, depression and anxiety due to the spread of false 

intimate content that harms their reputation. Besides that, deepnude It also has 

the potential to damage personal relationships and cause social isolation, and 

can strengthen stigma and discrimination against victims. Existence deepnude 

also raises complex legal challenges. When involving individuals who do not 

provide their consent or knowledge, deepnude violating their honor and bodily 

integrity. However, legal protection and strict sanctions against perpetrators 

deepnude still requires further development, because law enforcement efforts 

face difficulties in identifying and dealing with cases deepfnude which is 

increasingly sophisticated. 

Therefore, it is important to conduct a comprehensive analysis of utilization 

deepfake in non-consensual pornography. This article will involve an Islamic 

legal perspective that has a strong ethical and moral foundation, which can 

provide guidance on protecting bodily integrity and individual honor. The 

main focus of this research is to explore the implications of Islamic law 

regarding the protection of bodily integrity and individual honor in context 

deepfake pornography. This article also aims to raise public awareness of this 
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issue, spark broader discussion, and encourage more effective prevention and 

protection measures. 

In this research, the principles of Islamic law relating to the protection of honor 

and bodily integrity will be studied. Through an Islamic legal approach, it is 

hoped that it can provide a more comprehensive understanding of the problem 

deepfake pornography that includes non-consensual pornography and offers 

legal insights that can help protect individuals from its harmful effects. By 

combining technological understanding deepfake, Islamic legal perspective, 

and the resulting social impact, it is hoped that this article can provide valuable 

insight and contribute to overcoming this complex problem. 

 

2. Methodology  

In this article, descriptive-analytical research methods are used(Sugiyono, 

2017) which aims to analyze technology deepfake and its use in non-

consensual pornography. This method allows the author to describe and 

analyze in detail the phenomenon being studied along with the implications of 

this phenomenon. The approach used in this work is a critical study 

approach.(Kellner, 2014) This approach involves critical analysis of the 

concept of non-consensual pornography, particularly that involving 

technology deepfake and known by the term deepnude. These two terms 

(deepfake pornography and deepnude) are used interchangeably in this article. 

In addition, this approach also includes an in-depth understanding of the 

principles of Islamic law regarding bodily integrity and the protection of 

honor. The author uses a cross-disciplinary approach(Repko & Szostak, 2021) 

to bridge the world of technology deepfake and the perspective of Islamic Law. 

In this work, a technological analysis is carried out deepfake including 

techniques, developments and impacts relating them to the principles and 

values contained in the study of Islamic law. 

Data sources that will be used in this work include the Koran, tafsir al-Qur'an, 

Islamic literature, and various other sources that provide an understanding of 

technology. deepfake, pornography, artificial intelligence and Islamic law 

which are relevant to this study. These other sources can be scientific journals, 

articles, reports or books that provide in-depth reviews regarding the use of 

technology deepfake in pornography. 
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3. Content Analysis and Investigation  

3.1 Deepfake concept 

Term deepfake appears from a combination of two words, namely 'deep 

learning' And 'fake’.(Westerlund, 2019) Term deep learning itself refers to an 

AI algorithm that allows someone to edit and manipulate video 

content.(Öhman, 2020) So that deepfake often defined as hyper-realistic 

videos where a person's face is analyzed by algorithms deep learning and then 

attached to the faces of other people in the video. Mechanism deep learning 

also used in various popular applications, such as Snapchat, Instagram and 

TikTok, which have features Face Swap or Filter which allows users to edit 

their faces in videos directly while recording. 

This algorithm works by studying the face from various angles and studying 

facial movements when showing certain expressions. In doing this, AI does 

not need to access prohibited information or do things that violate 

privacy.(Öhman, 2020) AI can study faces and their movements through 

images and videos that are openly available on the internet. With capital from 

the internet, algorithms deep learning will guide the AI to learn the given input 

and automatically be able to produce its own depiction. 

At this point, AI can learn just like the human brain, because it also has an 

artificial neural network or Artificial Neural Network. In fact, deep deepfake 

Two artificial neural networks are used which are referred to as Generative 

Adversial Networks (GAN).(Metz, 2019) These two networks are referred to 

as generator And discriminator. Both learn through data in the form of images, 

videos and sounds. Generator will make the data into a new video according 

to the input given, temporarily discriminator will determine whether the new 

video is real or not.(Dietmar, 2019) With this mechanism, GANs can study 

thousands of photos and produce new photos that are close but not exact copies 

of any of them.(Schwartz, 2018) This means that the images produced by AI 

will not be much different from images that humans can imagine. In other 

words, This is like a fantasy depicted in reality. 

Deepfake first emerged to the public in 2017 when a Reddit user posted a video 

of a celebrity in an erotic scene. After that, deepfake became very popular in 

early 2018.(Cole, 2018) Soon, programs that use the technique appeared 

deepfake like FaceApp.(Öhman, 2020) These programs allow people who are 

amateurs at video editing to easily create videos deepfake themselves. In fact, 

recently researchers have developed a technique to produce fake videos using 

just one selfie photo.(Evans, 2018; Solsman, 2019) 

Even though it is closely linked to manipulation and lies, deepfake provides 

various benefits in various fields. In the film industry, deepfake allowing 
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filmmakers to make films starring deceased actors, as was done in Fast & 

Furious 7 where Brian O'Conner's character continued to play even though 

Paul Walker had died.(Ezquer, 2023) Outside the film industry, a malaria 

awareness campaign in 2019 emerged featuring David Beckham using 

deepfake to make Beckham appear fluent in multiple languages.(Brown, 2019) 

As a popular technology, deepfake can be used by almost all groups. 

Westerlund classifies users deepfake based on their objectives into four 

categories.(Westerlund, 2019) These four categories are: (1) fan community 

deepfake, (2) political actors, including activists, (3) criminal actors such as 

fraud and (4) legal actors such as filmmakers. Through this category it can be 

understood that deepfake used for various purposes, ranging from 

entertainment, political campaigns, educational advertising to criminal 

behavior. 

One of the crimes that takes advantage deepfake is pornography. In fact, when 

it first appeared deepfake in 2017, the content published was celebrity erotic 

content. After a few months, the fan community deepfake has reached 90,000 

members(Hern, 2018) and as expected, technology previously only accessible 

to CGI experts can now be used to create pornographic videos starring the 

beautiful faces of celebrities. However, ability deepfake to learn from social 

media like Instagram makes it possible deepfake It can also be used to create 

vulgar content about ex-girlfriends or unknown people on social 

media.(Harwell, 2018) 

This fact means that anyone, theoretically, has the potential to become a victim 

of exploitative pornography deepfake this or what is also known as deepnude. 

Even though everyone is a potential target, deepnude relies heavily on gender 

bias like most other pornographic content.(Öhman, 2020) This content is 

largely produced by and for men. This makes women more potential targets 

for becoming victims. 

3.2 Concept of Non-Consensual Pornography 

Regardless of the existing gender bias, deepnude is also closely related to 

distribution without consent. O'Halloran said that the most terrible of 

deepnude is not false deepfake nor the eroticism of pornography, but rather the 

combination of the two which creates massive digital abuse which continues 

to be exploited.(O’Halloran, 2021) This shows that deepnude including non-

consensual pornography. 

The concept of non-consensual pornography itself is usually associated with 

revenge porn (Patella-Rey, 2018) which is a term for the distribution of 

pornographic content in the context of revenge which is usually carried out by 
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an ex-partner.(Yar & Drew, 2019) However, in this article, the term non-

consensual pornography is used to refer to the distribution of pornographic 

content without the consent of the individual in that content. This is intended 

to convey that non-consensual pornography is broader than the impulse for 

revenge alone, but other impulses such as sexual desire and fantasy alone are 

enough to make pornographic content non-consensual.(Yar & Drew, 2019) In 

this case, non-consensual pornography as referred to in this article is closer to 

the concept Image-Based Abuse (IBA) or Non-Consensual Dissemination of 

Intimate Image (NCII) which is used in English language literature. However, 

the concept of non-consensual pornography in this article does not cover the 

concept sextortion and cyberflashing. 

In this broader concept, the concept of non-consensual pornography includes 

all types of pornography that are distributed without consent, regardless of 

whether the pornographic content is original or fabricated. To be clear, non-

consensual pornography includes the following things: 

1. Revenge Porn, namely the distribution of pornography without 

consent driven by revenge motives. Revenge porn usually, but not 

limited to, spread by ex-partners who are hurt when the victim breaks 

off their relationship. Although theoretically quite complex, revenge 

porn is the non-consensual pornographic practice most recognized by 

the general public. 

2. Upskirting, namely recording videos in public spaces to capture 

intimate content without consent.(De Angeli et al., 2023) 

3. Fappening, is a term that refers to the distribution of pornographic 

content obtained through hacking the victim's device. This term is a 

combination of 'happening' And 'fap’ which is language slang to 

masturbate.(De Angeli et al., 2023) 

4. Deepfake pornography or deepnude, is the spread of fake 

pornographic content created using AI to produce realistic-looking 

nude videos or photos.(De Angeli et al., 2023) 

5. Other non-consensual pornography not yet recognized in those terms. 

 

3.3 The Impact of Using Deepfakes in Non-Consensual Pornography 

As previously mentioned, deepnude or utilization deepfake in non-consensual 

pornography has a terrible impact on its victims. This terrible impact is a 

combination of engineering deepfake and pornographic 

eroticism.(O’Halloran, 2021) 
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Engineering deepfake causing the victim to lose integrity to their body. In 

context deepnude, the victim must accept the fact that his personal data is 

being used to harm him.(Chadha et al., 2021) The pictures that he upload to 

social media as input which was then used to create pornographic content 

which he never did. By losing the integrity of their own body, the victim is 

forced to bear the consequences of things they never did.(Patella-Rey, 2018) 

In this case, the victim must bear the impact of pornographic eroticism because 

pornography utilizes technology deepfake. Victims who do not engage in 

eroticism must endure prolonged shame, stress, depression and anxiety. These 

various psychological impacts can make victims feel humiliated and lose self-

confidence which can disrupt their personal and professional 

relationships.(Pantserev, 2020) 

Furthermore, victims also have to face the social impacts that arise. He has to 

face revictimization in the form of ridicule, stereotypes and heavy stigma from 

his social environment. Apart from that, victims are also in a position that is 

vulnerable to social isolation and various other disorders, such as sexual 

harassment, fraud and extortion.(Gamage et al., 2021) 

This impact will be even more pronounced when the victim is a celebrity or 

public figure. Apart from their professional career being greatly disrupted, the 

stereotypes and stigma they receive will be even heavier when the victim is a 

celebrity. This is because people tend not to care when the victims of non-

consensual pornography are celebrities.(Fido et al., 2022) People will tend to 

feel unfamiliar and ignore the victim's position, even if that person sees the 

victim on television or follows him on social media. 

 

3.4 Body Integrity and Protection of Honor According to Islamic Law 

In the previous section we explained how deepnude or utilization deepfake for 

non-consensual pornography has a negative impact on a person's bodily 

integrity and honor. This is clearly contrary to Islamic law which places a 

person's bodily integrity and honor as things that must be protected. Islamic 

law's protection of bodily integrity and honor can be traced through al-

Maqashid as-Shariah. 

Al-Maqashid as-Syariah understood as the goals to be achieved through the 

formulation of sharia for humans. This has become the scientific focus of many 

Islamic legal experts such as Izz ad-Din b. 'Abd as-Salam, Ibnu Qayyim al-

Jauziyah dan Abu Ishaq as-Syathibi(Sarwat, 2019). Discourse al-Maqashid 

as-Shariah This is based on the belief that the commands and prohibitions 

given by Allah are essentially for the benefit of humans themselves.(Suhaimi 

et al., 2023) 
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In contemporary discourse, al-Maqashid as-Shariah classified into three 

levels based on their priority scale, namely the primary level (al-dharuriyyah), 

secondary level (al-hajiyyah) and tertiary level (al-kamaliyyah or for at-tasis). 

For example, the obligation to pray is part of sharia at the primary level (al-

dharuriyyah). Meanwhile, ablution is a requirement for performing prayer so 

it is at a secondary level (al-hajiyyah). 

Based on this classification, sharia who are in the primary level (al-

dharuriyyah) is something that is most important and mandatory in human life. 

This is closely related to the five primary needs in the study of ushul fiqh 

known as al-dharuriyyaat al-khamsah.(Suhaimi et al., 2023) These five 

primary needs are maintaining religion (hifdz ad-din), preserves the soul (hifdz 

an-nafs), preserving reason (hifdz al-'aql), preserve property (hifdz al-mal) and 

preserve lineage and self-esteem (hifz an-nasl wa al-‘ardh). 

In connection with this, as-Syathibi said that 'maintain' or hifdz In five cases 

this has implications for two things. First, 'maintain' or hifdz which has 

implications for strengthening and strengthening the foundations related to the 

five primary needs (al-hifdz min janib al-wujud). Second, 'maintain' or hifdz 

also means anticipation so that these five needs are maintained and not 

disturbed (al-hifdz min jani al-‘adam).(As-Syathibi, 1997) 

In context deepnude, utilization deepfake for non-consensual pornography 

directly has a negative impact that injures a person's bodily integrity and 

honor. It means, deepnude constitutes a threat to the protection of life (hifdz 

an-nafs) and honor protection (hifdz al-‘ardh). 

On al-maqashid as-syariah, soul protection (hifdz an-nafs) relates to the 

protection of human existence which includes physical and psychological 

aspects of humans.(Suhaimi et al., 2023) Therefore, acts that take life, physical 

harm, coercion, slander and psychological violence are prohibited in Islamic 

law. 

Islam itself shows extraordinary concern for bodily integrity. There are many 

verses from the Koran and hadith of the Prophet that explain the limits and 

instructions for caring for the body. In fact, Islam views the body as a divine 

gift that shows the existence of God and His greatness. This is proven by 

several verses that call on people to reflect on their bodies. One of these verses 

is: 

And on earth there are signs for those who believe. Likewise in their 

bodies (there are signs). Don't you know that? Az-Zariyat (51): 20-21.  

In his interpretation, al-Qurthubi quotes the opinion of Qatadah who says that 

people who think (thinking) about himself then he will know that he was 

created to worship God.(Al-Qurthubi, 1864) Meanwhile, al-Maturidi said that 
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in the human body there are signs of oneness (wahdaniyyah) and majesty 

(rububiyyah) God and signs of resurrection (ayat al-ba’ts) which boils down 

to technical obligations in the form of gratitude, worship and boundaries as a 

test in human life.(Al-Maturidi, 2005) 

The honor bestowed by God is the reason for setting limits in human 

life.(Alahmad & Dekkers, 2012) These limits are established in order to 

maintain the dignity and integrity of the human body. In fact, Islamic law 

regulates in detail the procedures for handling corpses (tahjiz al-janaiz) so as 

not to injure or damage the corpse. This shows Islamic law's respect for the 

human body even after death. 

Regarding bodily integrity, the Prophet once said:(Al-Bukhari, 2001) 

Truly your body has rights over you. al-Bukhari: 5199 

This hadith shows that every individual has the responsibility to maintain, 

respect and care for the integrity of his body. This responsibility is not only a 

moral responsibility that arises without consequences. In Islam, it is believed 

that everyone will be held accountable after their death, including 

accountability for their bodies. In this regard, the Prophet once said:(At-

Tirmidzi, 1975) 

"The foot of a servant does not move (even just one step) unless he is 

asked about his life: how he spends his years, about his knowledge: how 

he practices it, about his wealth: how he earns and spends, and about 

his body: how he wears it" HR. at-Tirmidhi: 2417. 

Through this hadith, Islam demands eschatological responsibility for 

maintaining bodily integrity which is related to the rewards in the form of 

heaven and hell. Apart from this moral responsibility, maintaining bodily 

integrity is also related to legal responsibility. Islamic law places bodily 

integrity as something that must be protected through the establishment of 

Islamic criminal law (criminal jurisprudence).(Ismanita, 2020) Violations that 

threaten bodily integrity, such as abuse, are seen as criminal acts that must be 

subject to proportionate sanctions. 

Apart from bodily integrity, al-maqashid as-syariah also emphasizes the 

protection of honor. In this case, the protection of honor is included in the 

maintenance of offspring and self-esteem (hifdz an-nasl wa al-‘ardh). In 

several editorials, said al-'ardh (self-esteem) is directly linked to honor (al-

'iradh).(Khakim & Ardiyanto, 2020) This shows that even though it is not 

mentioned editorially, the protection of honor is at the primary level (al-

dharuriyyah) because it is still directly related to the maintenance of offspring 

and self-esteem (hifdz an-nasl wa al-‘ardh). 
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Protection of honor in Islamic law also involves moral and legal responsibility. 

In demanding legal accountability, the protection of honor is clearly visible in 

the heavy sanctions imposed on cases of adultery and Qazaf. In this case, 

adulterous behavior injures one's own honor as stated in the verse: 

“And do not approach adultery. Indeed, this is a cruel act and 

a bad way."QS. al-Isra (17): 32 

Al-Qurthubi said that the prohibition on approaching adultery shows how bad 

adultery itself is. The bad nature of adultery is related to its nature which 

damages the tissues of the offspring (lineage) which weakens a person's 

position (a child resulting from adultery) in the eyes of the law.(Al-Qurthubi, 

1864) This is in line with Ibn Kathir who quoted a hadith about adultery which 

is the biggest sin after shirk because adultery means placing sperm in the uterus 

which is not permitted.(Ad-Dimasyqi, 1998) By quoting this hadith, Ibn Kathir 

shows how low the honor of someone who commits adultery is. 

Meanwhile, Qazaf is behavior that threatens the honor of others as warned by 

the Prophet in the hadith:(Al-Bukhari, 2001) 

Avoid the seven types of sin that can lead you to destruction. He (the 

Prophet) was asked: what are the seven types of sins, O Messenger of 

Allah? He replied: associating with God, witchcraft, killing people 

whom God has forbidden to be killed unless accompanied by a valid 

reason, eating the property of orphans, eating usury, running away from 

the battlefield and accusing good and faithful women of adultery. HR. 

al-Bukhari: 2766 

Protection of honor in Islamic law is also related to morality. This can be 

understood through the teachings of Islamic ethics which prohibit behavior 

that demeans other people, such as gossiping, swearing, insulting and calling 

someone bad names. An example of this prohibition can be seen in the verse: 

O people who believe! Don't let one race humiliate another race. It may 

be that those who are humiliated are better than those who humiliate 

them. And women should not belittle other women. It may be that those 

who are humiliated are better than those who humiliate. And don't 

criticize each other and call each other bad names. The worst call is the 

call of wickedness after faith. And whoever does not repent, then they 

are the wrongdoers. O people who believe! Stay as far away from 

prejudice as possible. Indeed, some prejudices are sins, and you should 

not find fault and gossip about others. Is there anyone among you who 

likes to eat the flesh of his dead brother? Of course you feel jiijk. So fear 

God. Indeed, Allah is Most Accepting of Repentance and Most 

Merciful"QS. al-Hujurat (49): 11-12 
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In this regard, Ibn Kathir said that prejudice can cause sin because it contains 

accusations and betrayal of others for what they have not done.(Ad-Dimasyqi, 

1998) Meanwhile, Makki b. Abi Talib said that it is prohibited for someone to 

reveal private things that disturb other people's honor. (Al-Qaisi, 2008) 

3.5 Islamic Law Analysis of the Use of Deepfakes in Non-Consensual 

Pornography 

Utilization deepfake in non-consensual pornography or deepfake is a new 

phenomenon that emerged as a result of massive technological developments. 

Therefore, there is no Islamic law, whether in the form of sharia or fiqh, that 

addresses this issue directly, so a more in-depth analysis is needed through a 

re-reading of existing Islamic law. 

Based on an analysis of the impacts caused deepnude it has been explained 

that deepnude directly violates the principle al-maqashid as-syariah in the 

form of soul maintenance (hifdz an-nafs) and preservation of offspring and 

self-esteem (hifdz an-nasl wa al-‘ardh). 

Violation of the principle of soul preservation (hifdz an-nafs) confirms that 

deepnude is a criminal act that violates the protection of another person's 

bodily integrity. Deepnude Using someone else's face can be seen as abuse 

that injures another person's body. In this case, deepnude leaving 

psychological wounds that make the victim feel humiliated and humiliated. In 

fact, persecution through deepnude puts the victim in a vulnerable position to 

become a victim of other crimes such as ridicule and sexual violence. 

Deepnude which uses AI technology utilizing photos and videos of victims 

circulating on social media as input data in creating pornographic content. This 

also includes violations in the form of misuse of other people's privacy data. 

In Islamic law, privacy data is seen as personal information that a person 

has.(Baiq, 2021) In this case, ownership of personal information is equivalent 

to ownership of property that must be protected as in paragraph: 

O people who believe! Do not eat each other's wealth with falsehood. 

Except through business that happens voluntarily between you. And do 

not kill yourselves. Indeed, God is Merciful to you. And whoever does 

that by breaking the law and being oppressive, then We will put him in 

hell. That is easy for God. QS. an-Nisa (4): 29-30 

In connection with this verse, Makki b. Abi Talib explains that verse 29 shows 

the basis of social interaction (interaction) namely the willingness between 

both parties (tare). Apart from that, in verse 30 Makki b. Abi Talib emphasized 

that people who violate the principle of consent in social interactions have 

violated the principle of ownership in Islamic law.(Al-Qaisi, 2008) In line with 
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this, al-Qurthubi emphasized that falsehood in this verse is a violation of other 

people's property rights.(Al-Qurthubi, 1864) Indirectly, al-Qurthubi stated that 

a person's ownership rights must be protected. 

Apart from violating the principle of soul preservation (hifdz an-nafs), 

deepnude also violates the principle of protection of descent and self-respect 

(hirfdz an-nasl wa al-‘ardh). In this case, deepnude clearly contains slander. 

Pornographic content deepnude showing the face of another person who did 

not actually carry out the sexual act. That is, content deepnude is proof that the 

perpetrator committed slander against the victim. Regarding slander, the 

Koran has condemned this act through the verse: 

Slander is something more serious than murder. al-Baqarah (2): 191 

Al-Maturidi explained that the meaning of this verse is that the sin of slander 

is greater than the sin of killing another person because slander contains an 

attitude of shirk in the form of rejection of facts that are God's destiny.(Al-

Maturidi, 2005) This is in line with al-Qurthubi's opinion which states that 

slander throws the perpetrator into disbelief. In fact, al-Qurthubi firmly stated 

that slander is an insult.(Al-Qurthubi, 1864) In this case, slander directly 

violates another person's honor.  

With its pornographic content, deepnude has several similarities with criminal 

acts Qazaf. This similarity is in the form of accusing other people that he 

committed adultery which he actually did not commit. As a criminal act, the 

perpetrator Qazaf given sanctions in the form of temporal and existential 

sanctions in accordance with paragraph: 

And those who accuse good women and are unable to produce four 

witnesses, then flog them with 80 lashes, and do not accept their 

testimony forever, those are the wicked. an-Nur (24): 4 

In this regard, al-Qurthubi explains that there are differences of opinion 

(mistaken) regarding sanctions Qazaf This.(Al-Qurthubi, 1864) The first 

opinion is based on Abu Hanifah who considers that this sanction is applied 

on the basis of God's rights (God is the right) so that the judge must uphold it 

even if the victim does not demand it. The second opinion is an opinion based 

on Malik b. Anas and as-Syafi'i who stated that the application of this sanction 

is the enforcement of human rights (huquq al-adamiyy) so that the victim must 

carry out a prosecution so that the judge enforces this sanction. Apart from 

that, a third opinion, which was the opinion of contemporary Islamic legal 

experts at that time, stated that sanctions Qazaf contains a likeness that 

includes the rights of Allah (God is the right) and humanitarian rights (huquq 

al-adamiyy). 
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Not just accusations, pornographic content deepnude itself has violated 

Islamic law. In this case, pornography is contrary to the verse: 

And do not approach adultery. Indeed, this is a cruel act and a bad 

way. al-Isra (17): 32 

In this context, pornography is seen as something that can bring someone 

closer to committing adultery. This prohibition is in line with the rules of fiqh 

which state that "a legal status that can lead to something that is haram is 

unlawful”.(Abbas, 2017) Based on this rule, pornography is haram because it 

can lead someone to do something haram in the form of adultery. 

 

4. Implications and Solutions of Islamic Law for the Use of Deepfakes in 

Non-Consensual Pornography 

Through the analysis of Islamic law, an understanding is obtained that 

deepnude is an act that violates many legal aspects of Islamic law. With the 

fact that Islamic legal regulations always involve moral considerations, an 

understanding is gained that deepnude has significant moral implications. In 

this context, deepfake being a tool used to create pornographic content 

involving people without their consent and this has serious moral 

consequences. Some moral implications and consequences of deepnude or 

utilization deepfake in non-consensual pornography are: 

1. Violates Integrity 

As non-consensual pornography, deepnude clearly violates other 

people's privacy. Contents deepnude The manipulative nature of 

showing another person's face in an erotic scene without their consent 

is a violation of one's bodily integrity. In addition, the GAN algorithm 

used in deepfake using images and videos spread on the internet as 

material in making videos. This indicates a violation of privacy in the 

form of misuse of other people's data without their consent. This is a 

clear violation of a person's integrity, especially their integrity regarding 

their privacy data spread on the internet. 

2. Damaging Reputation 

Apart from violating personal integrity, deepfake Non-consensual 

pornography also has a negative impact on a person's reputation. 

Content that depicts someone in erotic and graphic situations can 

defame one's reputation and produce a very detrimental social stigma. 

This makes the victim have to face the negative reputation attached to 

him. 
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3. Exploitation and Objectification 

Usage deepfake for the creation of non-consensual pornographic 

content shows exploitation of technology. In this case, the perpetrator 

shows abuse of power in the form of the ability to utilize technology. 

Apart from being exploitative, utilization deepfake in non-consensual 

pornography also involves the objectification of individuals. In this 

case, the perpetrator treats someone as a sexual object without 

considering their dignity and consent. This is a clear violation of human 

values. 

4. Psychological Damage 

Psychological consequences of content distribution deepnude very 

detrimental. Victims are very likely to experience emotional distress in 

the form of shame, depression, anxiety, trauma and stress. In fact, the 

humiliation they experience is due to the distribution of content 

deepnude can result in lasting psychological damage. 

5. Unethical Content Perpetuation 

Apart from causing psychological damage to the victim, it spreads 

deepnude may perpetuate unethical content. This non-consensual 

pornographic content can be easily distributed and accessed via digital 

platforms. This results in widespread negative impacts from deepnude. 

That is, in the distribution of content deepnude there is an irresponsible 

role of the perpetrator in perpetuating content that violates ethical 

principles. 

Beyond these various moral implications, deepnude or utilization deepfake in 

non-consensual pornography poses serious challenges to law and policy. 

Characteristic deepnude which involve various complex issues require 

effectiveness and carefulness in handling them. The following are some of the 

challenges that must be faced in the legal and policy context: 

1. Technical Difficulties in Detection and Identification 

Deepfake they can be technically very sophisticated and difficult to 

detect. As a technology, deepfake continues to be developed with the 

ability to produce highly realistic looking content. Therefore, various 

methods are researched and developed to carry out effective detection 

in identification deepfake. 

2. Identification and Prosecution of Perpetrators 

Apart from difficulties in content identification deepfake, utilization 

deepfake Non-consensual pornography also complicates the process of 
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identifying perpetrators and legal prosecution. Source deepfake which 

is difficult to trace and the use of anonymity technology can make it 

difficult to reveal the identity of the perpetrator and collect evidence that 

supports the prosecution of the perpetrator. Apart from that, prosecuting 

perpetrators is also often difficult due to inadequate legal instruments. 

As a complex action, deepnude involves cybercrime, sexual violence 

and violations of individual rights. On the other hand, as a technology, 

deepfake continues to be developed so that the methods and techniques 

used in deepnude is also growing. This makes deepnude become more 

difficult to recognize. 

3. Victim Protection 

Protection for victims of non-consensual pornography who take 

advantage deepfake is also a very serious challenge. Victims may 

experience serious emotional and social distress. In fact, victims are 

very likely to get into financial trouble because of the reputation damage 

caused by deepnude. Therefore, it is important to strengthen the legal 

framework that provides protection for victims, including seeking 

redress for victims.  

4. Awareness and Education 

Victim deepnude often have to deal with serious social pressure. In fact, 

victims are very likely to receive insults and ridicule because of the 

content deepnude which is not in accordance with ethical values in 

society. This shows a lack of awareness of the victim's position. Apart 

from that, public education is related deepfake and non-consensual 

pornography also needs to be improved. Effective policy outreach and 

campaigns are also needed to increase public awareness while 

promoting the use of technology so that it does not violate ethics. 

5. Transnational Cooperation 

Deepnude often involving actors operating in multiple countries. This 

happens because deepnude is an action that utilizes internet access that 

does not recognize political boundaries. Therefore, cross-country 

cooperation is needed to eradicate and prevent this practice. Legal 

coordination, agreements between countries and effective 

communication from various countries are important to answer this 

challenge. 

Based on the moral implications and challenges, the Islamic legal analysis 

carried out produces several proposed solutions in dealing with problems 

deepnude. Here are some of the solutions offered: 
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1. Privacy and Integrity Protection 

Islamic law emphasizes the importance of maintaining individual 

privacy and personal integrity. In this context, Islamic law encourages 

protection from invasion of privacy and insults against individuals. The 

solution offered is to impose strict penalties on perpetrators of non-

consensual pornography who use it deepfake. In addition, it is necessary 

to strengthen the position of data privacy before the law to prevent 

privacy violations and maintain individual integrity. 

2. Justice and Law Enforcement 

Islamic law emphasizes the importance of the values of justice in 

dealing with crime, especially in cases that violate moral values. In this 

context, fair law enforcement against perpetrators of non-consensual 

pornography who take advantage deepfake be important. The solution 

offered is to ensure that perpetrators are prosecuted legally and receive 

punishment commensurate with their actions. 

3. The Role of Family and Society 

Islamic law encourages the role of family and society in protecting 

individuals from exploitation and abuse. The solution offered is to 

promote the active role of families and communities in monitoring and 

protecting family members and communities from the threat of non-

consensual pornography and building collective awareness regarding 

morals and ethics. 

4. Education and Public Awareness 

As has been mentioned, awareness and education are related deepfake 

in non-consensual pornography needs to be improved. Therefore, 

education and increased awareness of the negative impacts of utilization 

are needed deepfake in non-consensual pornography. The solution 

offered is through educational programs and public campaigns aimed at 

providing a better understanding of privacy rights, personal integrity 

and ethics in the use of technology. In addition, research and 

development of methods for detecting content deepfake also needs to be 

improved. This is necessary to facilitate detection of content deepfake 

that looks realistic.  

5. Development of Digital Ethics 

Apart from encouraging the role of the family and increasing public 

awareness, Islamic law also encourages the use of technology in 

accordance with ethics. The solution offered is to build awareness and 

commitment to ethical values in the use of technology, including in use 
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deepfake. The development of digital ethics involves education, 

supervision and development of regulations that are in accordance with 

ethical principles and Islamic law. 

 

5. Conclusion 

Through the analysis carried out, an understanding was obtained that 

utilization deepfake in non-consensual pornography is a violation of the 

principles of protection of bodily integrity and honor. In Islamic law, these 

principles must be protected because they include primary needs 

(dharuriyyah) in the study al-maqashid as-syariah. Apart from that, utilization 

deepfake in non-consensual pornography is a complex crime because it 

involves elements of rape (zina bi al-karahah), abuse, violation of privacy 

data, slander, Qazaf and pornography which is prohibited in Islamic law. 

With this complexity, utilization deepfake in non-consensual pornography this 

has several moral implications and poses challenges for law and policy. Moral 

implications of utilization deefpake in non-consensual pornography is a 

violation of integrity, damage to reputation, exploitation and objectification, 

psychological pressure and the perpetuation of unethical content. The legal 

challenges faced are: difficulties in detecting content, problems identifying 

and prosecuting perpetrators, protecting victims, awareness and education and 

cross-border cooperation. In responding to these moral implications and 

challenges, the analysis carried out produces several proposed solutions which 

include: protecting privacy and integrity, justice and law enforcement, 

strengthening the role of family and society, increasing public education and 

awareness, and developing digital ethics. 
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